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EXECUTIVE SUMMARY

Mission

The mission of the Public Communications and Safety Committee was to assess current communications to the public in response to physical attacks and natural disasters and to examine the means by which the government and media can communicate emergency and public safety information to the broadest possible constituency of the affected population. 

Process
Following the formation of the Working Group, we identified and organized around key aspects of the process by which emergency information would be generated and flow to the public through mass media: Government to Public (the need for emergency communications), Government to Media (rapid and unambiguous contacts with media), Media to Media (media cooperation to deliver emergency messages) and Media to Public (message reaches as broad an audience as possible).  We engaged in a dialog among the media companies, industry associations, federal and state emergency management officials, stakeholder groups and emergency management experts that participated in the Working Group, developing our approach from many viewpoints and assumptions.  After some 15 months of intense effort, we produced a high level framework and an associated set of Best Practices that were adopted by the Council.

At this juncture, the Working Group realized that our work would only have real impact if the principles and best practices were widely disseminated and adopted in communities across the country.  We also recognized that additional contributions and lessons learned could come from communities that had experience in dealing with natural disasters and other emergency situations.  We identified Florida and Tampa as an excellent locale to reach out to and meet with State and local emergency management and media leaders.  With the leadership of the Florida Association of Broadcasters and strong support from other state industry associations, media companies and government leaders, we organized and conducted an Emergency Communications Workshop in Tampa in December 2003.  The workshop served as a prototype for bringing State and local emergency management and media leaders together, provided strong validation of our Best Practices and resulted in several new best practice recommendations.

Accomplishments 

Perhaps our first key accomplishment was establishing a common understanding and appreciation of the difficult and multifaceted nature of emergency communications with the public:

· Warnings and alerts originate from a variety of official public and private sources.  Most warning systems are hazard specific and were developed by a technical community that has the greatest knowledge of and monitoring for each specific hazard.  While information may largely be flowing from Federal agencies, the recipients of this information are largely local, whether they are emergency responders, organizations or private individuals. 

· Risk communication and warning is a complex process that is usually focused on a local level.  For the foreseeable future, local governments and responders will have to rely on current technology and existing media channels including radio, television, the Internet, sirens, personal communications devices, community infrastructure and word-of-mouth to relay warning information and instructions about protective actions.  Mass media (television and radio broadcasters, cable system operators and television and radio satellite broadcasters) can play a particularly powerful role in emergency communications, given their ability to rapidly and simultaneously reach large and diverse groups of people.
The key principle of cooperation between government and media is a cornerstone of our results.  By forming a public / private partnership that includes the effective and coordinated use of mass media, the future emergency communication and warning process can be efficient, cost-effective, robust and inclusive of all the population at risk.  This public / private partnership can deliver emergency messages to as many people as possible in a timely manner, reducing the impact of a disaster.  We are pleased to note that recent federal government actions have embraced and advanced this approach.

Our Working Group developed 7 Best Practices, structured in a framework for continued expansion and development:

1. Establish government responsibility for risk communication and warning

2. Facilitate a coordinated public / private partnership to make effective use of mass media

3. Establish public / private plans and processes for risk communications and warnings

4. Encourage private industry collaboration and planning to meet community needs

5. Revitalize and make best use of the Emergency Alert System (EAS)

6. Accelerate development of new technology and standards

7. Promote the “Best Practices” of government and media to ensure ongoing improvement

We believe that these Best Practices have captured the collective expertise of our broad Working Group and also have been validated and expanded by our interactions with Florida and Tampa government and media leaders.

Finally, we created a prototype for outreach communications to introduce the topic of emergency communications preparedness to state and local government and media leaders, and for a local Workshop to bring those leaders together to discuss Best Practices and possible solutions for their communities.

Conclusions

Although we have achieved a good beginning, much more work remains to be done:

There is a need for continued government leadership to coordinate national, state and local systems and to begin a process for a national coordinated effort to provide accurate and timely emergency communication and warnings in a standardized, actionable format. In addition it is essential to begin establishing public/private partnerships on a local basis across the nation, and driving appropriate policies and Best Practices into widespread adoption.  The performance of our emergency communication and warning systems and processes must be tested, monitored and continually improved on an ongoing basis to ensure their effectiveness in serving their communities and protecting the public. There is also a need for continued efforts to meet the communications challenges of reaching a diverse audience that includes non-English speaking, visually impaired, hearing impaired and other people with special needs, tailored by and for each local community.  Finally we need to ensure that public/private partnerships and Best Practices remain consistent with maintaining healthy and competitive news coverage and our First Amendment rights.

We thank the Council and the FCC for their leadership and support of our efforts, and we look forward to continued progress in improving our nation’s ability to quickly and effectively communicate emergency information to the public.
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WORKING GROUP PROCESS

The mission of the Public Communications and Safety Committee is to assess current communications to the public in response to physical attacks and natural disasters and to examine the means by which the government and media can communicate emergency and public safety information to the broadest possible constituency of the affected population.

Working Group Meetings 

After with the formation of the Working Group in April 2002, we engaged many stakeholders in our process and deliberations, tapped into the enthusiasm of the experts in many disciplines and refined our research from many views and assumptions.  The diversity of Working Group members included representatives of television and radio networks, cable operators, federal and state emergency management officials, first responders (police and fire officials) and public stakeholder groups.  The Working Group membership is included in Appendix III.  

The Working Group was organized into four subcommittees, each dealing with process and communications issues between government, the media and the public:

· Government-to-Public considered the overall circumstances and needs for government to reach large segments of the population with emergency communications; 

· Government-to-Media considered process and interface approaches that might help Government to quickly and efficiently enlist the media to deliver emergency communications to the public;

· Media-to-Media examined ways in which collaboration among media could help to ensure the consistent and rapid delivery of emergency messages;

· Media-to-Public worked to identify approaches that might help to ensure that emergency communications delivered by the media could reach the broadest possible public audience, including non-English speaking, visually impaired and hearing impaired segments of the population.

The Working Group met in approximately 6 week intervals, with subcommittee activity underway on a continuous basis.

While the Working Group discussed case studies to learn from previous experiences, our report and recommendations have avoided excessively scrutinizing and analyzing past results -- we cannot alter past performance.  Instead, we have focused our time and energy on what we believe can be done today and continue to be improved upon in the future.  

Our Interim Report to the Council (May 2003) explained that risk communication and warning is a complex process. The report also established our fundamental premise that the problem can best be addressed by creating a smarter, more efficient risk communication and warning process utilizing the best practices and efficient investment in human capital through collaborative planning among government and industry participants – a public/private partnership that is motivated by the simple goal of saving lives in our communities.  The interim report contained many detailed Best Practices that represented the consensus of the broad range of participants that contributed to our discussions.

Model City Workshop - Tampa 

After our Best Practice recommendations were approved by the Council in June 2003, the Working Group decided that our continued rapid progress required obtaining feedback on our Best Practices in a real community situation with local government and media stakeholders.  Acceptance of our Best Practices would provide validation and help encourage other communities to adopt our recommendations.  We also recognized that in spite of the tremendous expertise and experience that had been contributed by Working Group members, there were bound to good ideas and solutions that have been developed in communities across the country, by government and media representatives who are unaware or unable to attend our meetings.  The importance of our work demands that we seek out and embrace good practices from wherever we can find them.

This concept was given the working title of the “Model City” Workshop.  During the course of preparing for the Model City Workshop, it was agreed that the MSRC “Infrastructure Working Group” would also join us and participate in the workshop.  This decision brought all of the MSRC Best Practices into focus and allowed us to hold a workshop that was more comprehensive in its scope of topics.

The Working Group considered and agreed on several selection criteria in our deliberations to select a Model City.  These criteria included:

· Experience in emergency alerts

· Support and participation of government and media 

· Sophisticated market

· Simple state/local government jurisdictions

· Familiarity/participation in MSRC

· Diverse transportation - airport, port, etc. 

· Population diversity in languages, physical abilities, etc.

· Diverse industrial facilities

Many cities were considered as Model City candidates by the committee, but eventually Tampa was selected for our effort.  Tampa and the State of Florida met all of our selection criteria, particularly with their frequent experience dealing with hurricanes. The Working Group received outstanding cooperation from the Florida Association of Broadcasters, who took the lead in organizing and managing the logistics of the event, and from State (Florida Division of Emergency Management) and Local (Hillsborough County Emergency Management) government.  In addition, strong support was provided by the FCC staff, DHS/FEMA, the Florida Cable Telecommunication Association, and the various organizations and individuals on our committee.

The Model City Workshop – called an “Emergency Communications Workshop” – was held on December 2, 2003 in Tampa, Florida.  The event attracted over 100 attendees, including approximately 75 of who were Florida government and media representatives.  

Tampa Workshop Process

The Emergency Communications Workshop agenda provided all attendees with a high level overview of MSRC Best Practice recommendations as well as the best practices implemented by Tampa and the State of Florida. After this introduction, much of the day was spent in breakout sessions, which allowed us to have focused topic areas as well as to have groups of a size that would allow more discussion and interaction.  Three breakout tracks were organized: Public Communications and Safety, Infrastructure Security and Policy.  Each of these sessions provided the opportunity to review and discuss relevant MSRC Best Practices in detail.  When the full workshop reassembled, each breakout session summarized their discussion results.  The day ended with a panel and some Q&A with key participants who had direct experience in responding to emergencies, including Hurricane Andrew, 9/11 and the recent Northeast Blackout.  The agenda, attendee list, and breakout session discussion notes from the Tampa Workshop are detailed in the Appendices.

Tampa Workshop Results

Overall, the Tampa workshop was a great success.  We received excellent feedback and good validation that government officials and media leaders readily accepted most of our MSRC Best Practices.  We also identified several Florida and Tampa best practices (see Appendix II) and generated new ideas from our discussions that have resulted in new Best Practice recommendations to the Council.  

We also discovered that a few topics generated some controversy.  Workshop leaders were generally surprised by the difference in local perspectives compared to that of most MSRC participants.

One of the results of the Tampa workshop was identifying new ideas and concepts for practices that are suitable for other the localities.   We anticipate similarly productive experiences would develop from workshops in cities that have experience in dealing with different types of disasters; have a geography that makes them more vulnerable to entire market outages (e.g., transmission sites clustered on a mountaintop); or have a market area that covers regional state and local boundaries, with attendant coordination and communications complexities.  Specific suggestions for improving future workshops based on our experience in Tampa are included in the final section of our report.

Outreach Brochure 

In conjunction with our Model City effort, the Working Group initiated an “Outreach” activity, with the mission of producing a brochure (and the basis for a Web site) intended to effectively communicate key principles and high-level Best Practice concepts to local government and industry leaders.  We iterated the Outreach Brochure based on our Tampa Workshop experience and feedback, so that it represents the best effort of our Working Group to simplify and communicate the powerful message of public/private partnership and collaboration in a crisis.  The Outreach Brochure is included as Appendix III.

BEST PRACTICES

Introduction 

Disasters do not represent any single type of event.  “Acts of God” do not adequately describe the influence and impact of mass transportation accidents, technological catastrophes and terrorism violence.  “It is clear that the nature of these various events will profoundly influence the social construction of the disaster and its impact and hence yield substantially different imperatives for the planning and execution of interventions”. In this respect much can be learned from the experience of researchers and practitioners in addressing this issue. 
   

A disaster is a community–level event.  Government, through systems that are typically owned and operated by private companies, issues most warnings and alerts, including all official warnings. Public entities typically cannot afford to duplicate private dissemination and distribution systems. Liability issues make it problematic for private entities to originate warnings. 

Disaster warning is in reality a public/private partnership and is currently not as effective as it can be.   A public/private partnership, more structured and inclusive of all stakeholders, can best work out the details to deliver risk communication, warnings and alerts more effectively.  
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Hazard Mitigation And Emergency Planning

For several years now, emergency responders and State and local governments have been saying they need the Federal government to help them better prepare to respond.  They need standardized, practical, compatible equipment that works in all possible circumstances. They need Federal assistance in developing response plans that take into account the new challenges this country is facing.  They need to practice and refine those response plans with all possible partners at the local, state and federal levels.  

There is greater need now than ever before for “joint” planning, from federal through local levels of government and from government through private industry (Figure 1).  True “joint” planning involves seamless procedures and systems developed from the ground up as part of a national scheme.  There is no better example of the type of planning that is needed than a national risk communication and hazard warning and alerting process.  More than a dozen Federal agencies have some responsibility related to warnings and alerts, but no single Federal entity that has the clear responsibility to assure that a warning infrastructure exists and is properly utilized. 

Warnings and alerts originate from a variety of official public and private sources.  Most warning systems are hazard specific and were developed from a number of technical resources that have the greatest knowledge about each specific hazard.  Information starts flowing from the source and for this reason most warning systems are hazard-specific and were principally developed by the technical community that has the greatest knowledge about each specific hazard. While information may largely be flowing from Federal agencies, the recipients of this information are largely local, whether they are emergency responders, organizations or private individuals. 

While a minority of these emergency management groups may have the resources to build ties to the agencies with the most knowledge of their local hazards, relying on those with the need for the information to build their own warning systems will fail for most of the groups facing these hazards.  Improving each hazard specific system to the point where it serves all populations well would require a great deal of wasteful redundant development work. Development of a unified warning system will provide the public and emergency responders with a single source of information on all hazards.    

Until new technology and channels are developed, local governments and responders will have to rely on current technology and existing media channels including radio, television, the Internet, sirens, personal communications devices and community infrastructure to relay warning information and instructions about protective actions.   The range of delivery systems runs the gamut from high-tech messaging to word of mouth.  

Mass media (television and radio broadcasters, cable system operators and television and radio satellite broadcasters) can play a particularly powerful role in emergency communications, given their ability to rapidly and simultaneously reach large and diverse groups of people.  

Many leading mass media industry associations and individual companies have made significant contributions to the activities and recommendations of this Working Group.

Figure 1: Public / Private Media Partnership Potential  -  Improved Risk Communication and Public Warning
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NOTE:  We recognize that this strategy should be integrated within the overall scope of the Homeland Security Directives HSPD-5 and 7.   

· HSPD-5 establishes the Secretary of Homeland Security as the Federal official for coordinating Federal operations in the United States to prepare for, respond to and recover from terrorist attacks and major disasters / emergencies.

· HSPD -7 directs the Secretary, in consultation with other Federal departments and agencies, State and local governments, and non-governmental organizations, to develop a comprehensive plan to provide accurate and timely preparedness information to public citizens, first responders, units of government, the private sector, and other interested parties and mechanisms for coordination at all levels of government.

Responding To Emergency and Disasters

The success of local response activity is a function of effective management of all resources, receiving timely information about the threats, having adequate personnel and resources available, the protective systems in place, criteria to determine whether response systems or actions will be sufficient to protect the population at risk, and the preparedness of the public to respond to emergency communications with cooperative actions.  

Public Education and Preparedness

A sustained campaign of public education should be conducted long before any emergency occurs in order to gain the trust of and motivate cooperation from the public in response to emergency communications.  Such a campaign could be effectively conducted as a cooperative effort between State and local government and the media.  A public education campaign should certainly take into account the type of emergencies that could be reasonably anticipated to occur in the area and the kinds of public responses that might be required. Recovery from a disaster could also be included – the public is usually anxious to help, but is often uninformed about what donations or actions are helpful and which are not (e.g., used clothing donations are rarely helpful: see www.floridadistaster.org for additional examples.  The campaign should also take into account that not all disasters and emergencies can be anticipated and should prepare the public to listen and respond to emergency communications from local officials.  

Timely Communications

Time is the critical factor in preparing, responding, stabilizing, controlling an incident and in the response of additional resources:

. 

· Warnings should provide for timely notification with recommendations to local authorities regarding protective actions for the general public.  In turn, response planning should provide for coordinated planning and action among Federal, State and local government authorities and the media.

· Preliminary warnings should be given to designated, responsible authorities as soon as there is recognition that a protective action criterion is challenged or will be exceeded. Default criteria based on real time conditions should be prepared so that protective action recommendations can be made in a timely manner, even though consequence projections have not been completed.

A warning message about a threat should provide information about the threat and what protective actions are being recommended.  A warning delivered is devoid of value unless those at risk actually take action to protect themselves. Thus, the degrees of protective actions taken by those directly at risk that are warned are the true measure of success. Even if the recommendation is "no protective action," warnings should never leave people at risk in doubt about what to do.    The protective action recommendations should be formulated using the same types of risk criteria developed for decisions such as evacuation or sheltering.

Risk Communication

The field of risk assessment and risk management has advanced considerably in the past few decades.
  Valuable research and expertise about risk communication and warning procedures has been developed by private industry, research groups, professional societies, broadcasters, public safety, news media, communications professionals and a broad spectrum of government agencies. 

The manner in which the community is informed of the associated risks before, during and after an incident, can directly affect whether the event is perceived as being handled successfully or not.  Although risk communication has been an integral part of the hazardous materials problem, it is becoming more widespread in its application to other disasters. The emergency management community is responding to media and public inquiries more than ever before. 

The convergence of risk communication, public information and emergency management has become a key factor in successful emergency management planning and response.
  Emergency management professionals may be called upon before, during and after an incident to explain to the public how this incident may affect them. 

Managing Expectations

The public believes that in a serious emergency they will be informed and directed by local government emergency management personnel to take necessary protective actions.  A new environment needs to be created where first responders, emergency management and media professionals are better informed and trained about risk management communications.  This education program should include a common understanding of potential risk communication challenges
 including:

· Objectives of Risk Communication - Defining clear goals and objectives is one of the most important initial activities because it provides a platform for a risk communication program to be more effective, better focused, and more likely to achieve the desired benefit.

· Trust / Credibility Factors – Government officials and reliable media representatives must build a foundation of trust and credibility for successful risk communication to the public.  This requires reliably initiating warnings when emergencies occur, but not overusing warnings, which could inadvertently lead to public indifference.

· Effective Vehicles for Risk Communication - Identifying some common and effective mechanisms for risk communication.

· Effective Communication Strategies - Ensuring that the appropriate risk communication strategies are applied at the right time and in the right format is critical. For example, public forums can be an effective (and often vital) mechanism for communicating “high profile” risk issues, before and during emergencies. 

· Explaining Risk – the process must plan for, teach and test to create an environment for conveying meaningful and effective understanding of risk to stakeholders. 

· Guidelines for dealing with the Media – Emergency management of a disaster is a continuing process involving the media as an intermediary before, during and after an event.  A successful interaction and collaboration between government and media can be critical in managing a disaster.
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NOTE:  Best practices emergency management and business continuity are defined in HSPD-5, National Fire Protection Association standard #1600 “Disaster / Emergency Management and Business Continuity Programs” and the FEMA’s Emergency Management Accreditation Program (EMAC).

Target Audience – Complexity

A complex target audience must receive warnings.  This includes the public at direct risk, institutional decision makers (in business, state and local government, and non-governmental agencies), emergency responders, and various publics that are sometimes at great distance from the emergency. Emergency responders include firefighters, law enforcement officers, paramedics, public health workers, HAZMAT experts, public information officers, and emergency managers. Other publics can include friends, relatives, politicians, and the audiences of the national and worldwide media.

The news media and the emergency management community frequently act as intermediaries between those issuing warnings and information end-users. Based on media reports and other information that may or may not be accurate, people evaluate the warnings they receive from all sources in terms of their prior knowledge about the hazard and the recommended response actions. People also evaluate the warnings they receive about any given hazard in terms of their knowledge about other safety and health hazards and recommended actions for those other hazards. (Figure 2)
Most people begin the process of recognizing they are at risk by denying they are at risk. Sixty years of warning research tells us repeatedly that most people wait for independent corroboration from multiple sources before breaking through personal denial to a point where they are willing and able to take protective action.
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Figure 2:  Evaluating Warning Information



A viable national warning system that takes into account the complexity of the audience will itself be a complex mix of many critical elements that span the gathering of original data, to decision making, to getting that data to people at risk. Some major considerations are:

· COLLECTION: Collection of robust and reliable data, critical analysis, and proper decision making to issue a warning leads to an emergency management decision that a warning is required.

· FORMAT: Framing a warning and appropriate defensive actions includes specifying a verbal and digitally coded warning message using a standard terminology and format based on knowledge of how to communicate warnings that will lead to an appropriate and measurably successful response.

· CONFIDENCE: Reliable input of warnings from trusted and authorized sources to one or more local and national communication backbones will depend on secure collection of trusted emergency information from thousands of reliable and robust authorized sources to a wide variety of distribution systems

· RELIABILITY: Secure and reliable transmission to a wide variety of warning distribution systems will require redundant and robust transmission along local and national backbones for input to a wide variety of distribution systems.

· DETECTION: The means for reception by people at immediate risk through local mass warning channels include legacy systems such as the TV and radio, and existing intelligent networks to a wide range of personal communications devices.

· RECEPTION: Announcement of appropriate warnings to end-users should be done using appropriate methods that factor in cultural, linguistic and disability issues to the greatest extend possible. The goal should be to make the greatest number of people at risk aware that personal danger exists no matter what they are doing, and where and when they are doing it.

· ANNOUNCEMENT/ ACTION: Warnings must result in a decision by the end-user to take whatever appropriate protective action is given. The content of the message must take into careful account the complex processes by which the end-user decides to take action and indeed takes that action.

· EDUCATION: The public must receive education before emergencies on what types of warnings they may hear, and what to do when they hear them. Research suggests this may help the public at risk break through denial into taking action faster.

· MEASUREMENT: Measurement will lead to ongoing evaluation and improvement. A system for evaluating effectiveness and introducing improvements should be an integral part of the process.

· MITIGATION: Lessons learned on warnings must be factored back in to the continuous loop of emergency preparedness. These lessons must be drawn from all aspects of framing, evaluating, delivering and warnings so the public at risk can utilize them for best results.

Target Audience – Diversity

Given the diverse nature of the hazards we face and the diverse population that must receive this information, it will be most effective and efficient to implement a uniform all-hazards warning system that makes the link between the technical groups that have knowledge about a hazard and those that need the information. Such a system can help the technical groups take advantage of the current ideas about how best to convey warnings to the entire population.  

There is an increasing convergence of information needs as the public becomes more involved in crisis management and demands more in terms of risk communication from local public safety officials.  Most strategies require greater justification and explanation in order to effectuate an appropriate response when the time comes. 

Risk communication, warnings and protective actions must be constructed to enable local authorities and local media to fashion messages appropriate to the local constituent groups at risk.  For example, a mechanism should be available to translate messages to specific language groups in the local community.  Messages should be crafted to facilitate local application.  Peer communication among business and social contacts such as immediate family and friends cannot be ignored as part of the continuum of communication.

It is important to remember that the general public involves decision makers at all levels in the community; people with many different races, beliefs and levels of education, people with many different levels of financial ability and responsibility, people with many different primary languages, people with widely varying experience with the hazard, and people with disabilities.  

In order to effectively reach all of these stakeholders with timely information, a public / private partnership with the participation and coordinated action of mass media is essential.




Warning Infrastructure - Technology & Capabilities

Legacy Media Delivery Systems

Mass warning devices such as sirens are typically owned and operated by local government or managers of critical facilities. The Emergency Alert System (EAS) at television and radio stations and cable systems throughout the country is designated as the national warning system.  However, the Emergency Alert System is an unfunded government mandate. NOAA Weather Radio funds and maintains a networked transmission system covering 95% of the U.S. population.  Heightened interest in extending the capabilities of this system towards an All Hazards Alerts system includes a joint CEA/NOAA voluntary standards-setting initiative to specify enabling receiver technologies for consumer electronics.  The development of consistent operating procedures for initiating alerts could considerably improve the benefits of this system. 
Warnings can be issued through telephones, pagers, computers, radio, television and many other personal communications devices, wired and unwired. The media play an important role in distributing warnings through the millions of existing radio, television, cable systems and wireless networks. Thus most warning delivery systems need government input, but are manufactured, owned, and operated by private industry and by individuals. 

Local governments cannot afford to provide, maintain and support the variety of personal communications devices that reach every person at risk.  Industry can and will provide new devices or include this capability in all types of devices currently sold primarily for other purposes if there are clear national standards that create a national market.  While it may take years for new devices to fully penetrate the marketplace, existing media channels can provide this information today through systems such as standard radio and television receivers, which can be found everywhere.  

All types of appropriate technology already exist. Standards, procedures, training, and leadership for collaboration are critical.

Emergency Alert System

There are many options for future improvements, replacements, etc. for the Emergency Alert System.  EAS, however, is in place and operates well in many areas of the country.  America's best option for rapidly establishing a national warning system today is to uniformly implement and make effective use of the current EAS system. Solving certain problems in the current EAS infrastructure can be accomplished much quicker and at a far lesser cost than trying to “switch horses in the middle of the stream.” 

The FCC, FEMA, and NWS have shared responsibility for EAS and its predecessor EBS based on an agreement in 1976 and updated in Memorandum of Understanding 1981. EAS is operated primarily by broadcast and cable companies with active involvement from the Society of Broadcast Engineers, the Society of Cable and Telecommunication Engineers, and State broadcast and cable associations. The National Advisory Committee to the Chairman of the FCC (NAC) has played an important coordination role, but its charter was not renewed in 2002.

The fundamental flaw with EAS is that no one has been put in charge of EAS's implementation at the federal and state levels.  There is no federal entity championing EAS's cause nor coordinating it’s operation with other federal agencies dealing with emergencies.   The FCC was given the authority to enforce implementation of EAS by the broadcast and cable communities, but no one was given responsibility at the FCC or any other federal entity to make sure states and local governments implemented and utilized the system.  

Although the EAS design expected each state and major municipality would join in the system, no one is responsible to see that every state even adopted an EAS plan for disseminating emergency information.  Some states have never adopted a plan and the plans in place in many states are makeshift at best.  Only a small number of cities have adopted local EAS plans - far fewer than were prepared to participate in the old Emergency Broadcast System.

EAS alerts can originate from many sources: government or private researchers such as the National Weather Service and the US Geological Survey, emergency managers, operators of critical facilities, health officials and first responders such as policemen and firemen. NWS issues most alerts and has an excellent system for collecting and outputting their alerts, including NOAA Weather Radio. In some communities, key personnel have established protocols with NWS or broadcast stations and cable operators, or have their own EAS equipment to input alerts. These capabilities vary widely and there is a major need for improvement.

September 11 and the shuttle tragedy both demonstrate the clear need for a national warning system.  The Amber plans that have been so phenomenally successful in alerting the public to save abducted children demonstrate how successful the current EAS network can be.  In addition, innovative developments can made to improve access and reliability of EAS, such as the use of FM radio subcarriers that have been employed in the Tampa area (see Appendix  II for a detailed description.)



Future Technology

As stated earlier, there are many options for future improvements, replacements, etc. for the Emergency Alert System.  One notable recent development is the creation of an All Hazards Alert receiver standard that was jointly develop by the Consumer Electronics Association and NOAA.  This standard employs the SAME (Specific Area Message Encoding) protocol that is used throughout the NOAA/NWS transmission system. Receivers using this standard are now available for consumer purchase.  

Enhancements to legacy systems and future developments should consider the following requirements:

· Addressable for specific locations, groups or even individuals so people at risk can receive the warnings they need

· Automated capability where it makes good sense 

· Easy-to-learn and reliable systems with built in continuous background testing

· Strong security and authentication to thwart hacking or deliberate introduction of dis-information

· An “emergency wake-up” feature for electronic devices that can be easily activated by consumers.

Identifying and Promoting Best Practices

Since its inception in April 2002, the efforts of the Public Communications & Safety Working Group have taken into account a broad cross-section of the television, radio, satellite broadcasting and cable television industries as well as constituencies representing government agencies, emergency responders, public warning interests and persons with disabilities.  This report and its recommendations is intended to serve as a high-level framework for subsequent efforts that can focus on developing additional levels of more detailed Best Practices.  

Our efforts to date have provided vision and leadership towards forming an effective public/private partnership.  However, we recognize that true success can only be achieved when cooperation at the local level becomes widespread and the resulting creative solutions begin to “bubble up” from government and industry practitioners.  We look forward to a transition in the role of the Working Group from a purely leadership role to one that includes peer review of best practices developed by public/private partnerships throughout the country.

CONCLUSIONS

Our fundamental premises of public/private partnership and media collaboration to deliver emergency communications to the broadest possible public audience have received great attention and support from federal government and national media industry leaders.  As much as we might have accomplished in building support for government policies and business priorities that facilitate this approach, there is much more that must be done to drive these principles into widespread practices that are embodied in communities throughout our country.

Government Leadership

Throughout our activities, we have confirmed public expectations that in a serious emergency they will be informed and directed primarily by State and local government emergency management organizations.   Our experience in Tampa confirmed the concept of coordinated State and local leadership in the planning and risk communication process.  The State of Florida, local government and their media partners are acting in concert to make their emergency communications system as robust as it can be, given the maturity of the systems and options available.  However, Florida and Tampa are leaders in this area, and have been driven primarily by the occurrence of hurricanes and other natural disasters.  State and local governments need federal leadership to develop response plans that take into account the new challenges that our country is now facing. 

There is greater need now than ever before for “joint” planning, from federal through local levels of government and from government through private industry.  True “joint” planning involves seamless procedures and systems developed from the ground up as part of a national scheme. There is no better example of the type of planning that is needed than a national risk communication and hazard warning and alerting process.  For this reason, one factor that emerges as critical is the development of standard protocols and strategies for dissemination of public warnings.  All of the various systems will need standardized coding and language to allow for consistent communications nationwide.

We are pleased to note that on December 17, 2003, President Bush signed Homeland Security Presidential Directive/Hspd-8.  The directive establishes policies to strengthen the preparedness of the United States to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and other emergencies by requiring a national domestic all-hazards preparedness goal, establishing mechanisms for improved delivery of Federal preparedness assistance to State and local governments, and outlining actions to strengthen preparedness capabilities of Federal, State, and local entities:

“The Secretary, in consultation with other Federal departments and agencies, State and local governments, and non-governmental organizations, shall develop a comprehensive plan to provide accurate and timely preparedness information to public citizens, first responders, units of government, the private sector, and other interested parties and mechanisms for coordination at all levels of government.”

We anticipate that the FCC, with its regulatory authority and expertise in interacting with the media industry, will continue to play a vital role in the federal government’s activities.
Building Public/Private Partnership

Even with outstanding federal government leadership, driving the development of effective local emergency communications plans across the country will be a challenge.  Demographics, geography, media markets, the variety of existing and emerging technologies and, finally State and local resources will shape the processes and procedures that will be most appropriate for each local system.  The public/private partnership approach will be crucial to bringing effective mass media resources to bear on the problem of communicating with the public.  On the whole, our experience in Tampa provided strong validation for most of our concepts and Best Practices.  Tampa Workshop participants agreed and described the benefits of the concepts embodied in our recommendations including the partnership planning, cross cutting education and coordinated use of media as described in our report.  In particular, the public’s perception of trust and credibility, developed through State and local public education coordinated with local media, was high on the list of critical objectives that enable emergency communications to be heeded, and thus effective. 

Perhaps our greatest surprise from our Tampa Workshop experience was the depth of competition over news coverage of pending and unfolding disasters.  This experience in Tampa reinforces the need for a nationally coordinated outreach to communicate the new threats that we face to local media, engage them in a dialog and work with them to formulate local level solutions.  Although a healthy competitive spirit normally drives coverage of major news events, we need to reach senior management of media companies and encourage them to establish clear directives for local managers to set aside competitive issues when the public welfare is at stake. In particular, we should recognize that terrorist attacks could necessitate a level of interaction and deference among competitors heretofore not experienced in the industry.  As we have noted, local situations are very specific, and the broad, high level MSRC Best Practices need to be discussed and applied in ways that work for the circumstances of each particular community.  We believe that the nation has a great need for more of the kind of discussion and interaction that was embodied in the Tampa Workshop.  Lessons learned and suggestions for improving any future workshops of this type are included in Appendix I.

Communications Challenges 

One area that challenged our working group and similarly the Florida/Tampa communities was that of getting public safety messages “down the last mile” to public audiences with special needs including those of language, disabilities and transient populations. This is an area that may continue to be improved by the expanded use of the various communications technologies that are emerging in connection with the focus on the issue.  The challenge of a multi-lingual population as well as visually and hearing impaired citizens requires continued dialogue between industry representatives and organizations representing these segments of the population that require special attention.  Once again, it is local plans that can best be tailored to reflect the diversity and needs of each community.

Concluding Remarks

Finally, we believe that our recommendations and Best Practices are fully consistent with preserving the healthy competition of news coverage and the First Amendment rights of our society.  We must remain vigilant to protect an appropriate balance.  We cannot let terrorists take these vital freedoms away, or they will have won.  However, the memory of 9/11 and the threat of future acts of terrorism are sufficient motivation for taking voluntary actions to build public/private partnerships that have the goal of saving lives and protecting our communities during an emergency.
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Breakout Session Process

In the breakout sessions, each MSRC Best Practice or related groups of them were presented, with a discussion leader (or team of two) helping to organize the discussion and keep topics on track.  

In order to capture feedback on our Best Practices, we took “straw polls” to see if attending organizations already practiced the idea, thought that it was a good idea, thought that it was good but had some issues, or did not agree with the idea.  The straw poll results were captured by a note-taker, who helped by filling in the following discussion grid, which was projected on-screen from a laptop computer.  The grid was then used to capture key issues and discussions, as well as to take note of related Tampa/Florida best practices in breakout session notes: 


Breakout Session Notes

The Breakout Group held an introductory discussion that recapped a wide range of issues, including EAS, Tampa’s Best Practices, State and Hillsboro County EOC structure.  In discussion of specific MSRC Best Practices, six of the seven summary best practices that were discussed received consensus, some with suggested modifications.  Following are the topics and points expressed from discussions among the participants in the breakout sessions.  

Recommendations  #1, #2,  #3

Establishing government responsibility for risk communication and warning

Facilitating a coordinated public / private partnership to make effective use of mass media;

Establishing public / private plans and processes for risk communications and warnings 

Commentary: #1, #2, #3 

A single federal entity should have leadership responsibility

· The agency must have the capability to effectively promote and enforce policies

· It was strongly suggested that DHS be identified as the lead agency in the Best Practices recommendation.  The Tampa participants identified the need to drive leadership at the State and Local levels.

· However, several Tampa participants emphasized the need to have any initiative targeted at broadcasters be driven via the FCC.  The FCC’s expertise and knowledge of industry issues was seen as vital to the initiatives being sensitive to specific broadcaster issues.

· Local and state governments and the media should cooperate to create, review and update emergency communications procedures

· Partnership should be based on handshake, contract, or whatever will make it work in each community; PPW is looking to make this work using MSRC recommendations; In Tampa the Office of Emergency Mgt owns this process.

· FCC mandate (Stations’ engineering follows FCC guidelines – State and Local is voluntary; Local Media has been supplied a technical solution by the State; 

· Tampa: Ability to manage content at the station; Media Clusters have not been addressed by Best Practices.  Suggest state level meeting once a year; Flowing of Content / Need trust at the Content Level;

· Best Practices should include the term “National Media”; State and Tampa parties emphasized the need to understand that Trust in the Content is necessary.  “Right” Personnel must be responsible for the creation at the government level; Content management issue is important 

· All local media should form emergency jurisdiction/market cooperatives to assure delivery of local government emergency messages in a coordinated way to all constituencies in the community

· The best practice recommendation to have a planned process for a rotating emergency coordinator among the media was rejected. There was significant discussion as to how no one station/network could be the sole liaison to the government during an emergency.  Apparently the wording caused a mis-communicaton of the recommendation.  There was also a perceived appearance of government controlling the media.  An alternative to the Emergency Communications Coordinator position is to implement the existing News “pool” process in order to effect the necessary coordination process between the media and the government in communicating an emergency message during an extreme disaster.

EAS

· There was much discussion on the continued use of EAS.  There was consensus that the system needs immediate attention by Washington and upgrades and or major overhaul is needed ASAP.  Some suggested a replacement system be developed that would extend from Washington to the local levels.

Geographic Diversity and Redundant Interconnections Among media

· Meetings between policy makers and media should be scheduled to explain the value of not collocating towers in one location despite political or economic benefit.  Create zoning variances if necessary to reduce the “single point of failure.” 

New Technology

· Privacy concerns were raised; “Big Brother” was raised as a major concern associated with the new technologies.     

· It was suggested that MCAP (Media Common Alert Protocol) was needed as a way for government to communicate with broadcast media, as well as a need to coordinate with the print media.

· There were suggestions to reword 6.1

Recommendation #4 

· Encourage private industry collaboration and planning to meet community needs. 

Commentary: 4.1 and 4.1.1 

Significant concern expressed, with overall ambivalence about notion of a “single media point of contact for government” – consensus was this item needs further development and explanation.

· “Perhaps an EOC pool feed would be acceptable”

· “Miami pool coordinator for Hurricanes seems to work”

· “Perhaps joint media participation in conference calls to coordinate press planning would be a step in this direction”

· “Single point of contact means single point of failure”

· The existing industry pool process should be referenced.

Commentary: 4.2, 4.2.1, and 4.2.2 

The objective was generally supported, but some ambivalence was noted, apparently on resources implied with media taking primary responsibility for “assuring flow in multiple languages and to persons with disabilities.”

We then asked about the public – private partnership concepts described in our Interim Report of May,”03.   in particular, we gauged the participants regarding:

Pre-planned media activities to be coordinated with local government;

training and exercises to challenge and improve the planning effort; 

media pools and coordinated emergency communications coordination.

The participants agreed that coordinating the flow of messages to the public was a good issue to pursue.  Pre-planned activities and roles for various scenarios in conjunction with emergency management would improve the level of  participation and effectiveness.

With respect to the flow of information to communities with special needs such as language and disabilities there were questions about primary responsibility and resources for accomplishing this goal.  Would the media be responsible for translation and dissemination to specific market segments? The ambivalence reflected in the questions posed indicates the need for more analysis and discussion. Without specific direction, assistance or policy discussion, it does not appear that anyone can specifically champion this issue since it is beyond the scope of any one entity to resolve the matter independently.  Leadership in this area needs to be resolved.   Standardized protocols for technology may be invaluable in the resolution.

There was a discussion of the traditional competitive nature of the media industry and how the level of cooperation might be influenced at various points in time during a crisis and emergency situation.   The issues that were raised indicates that the question needs to be reframed to better describe the best practice goals rather than a specific kind of arrangement.  

Effective delivery of emergency information may force partnerships or relationships that are counter to the natural competitive spirit of our industry.  Nonetheless, it is imperative that television, radio and cable executives anticipate the worst by planning for the convergence of coverage and competition for the welfare of their respective communities. 

There are some practices in place to allow for preplanned coordinated use of resources during an emergency which would enhance the ability of broadcasters to distribute messages.  For example, sending a single camera crew to pick up a feed to be broadcast from a joint info center reduces the need for redundant resources.  Additional resources could be sent to multiple locations to feedback information for emergency management and public information.  

The group questioned the single point of contact within the Emergency management center on the basis of a “single point of failure” being in the critical path for warning the public.  A State representative described Florida’s Hurricane Center as one example of an approach that may work. Others related that the concept was questionable given the highly competitive nature of the industry.  The questions raised indicates that perhaps the concept needs to be further refined; that the idea deserves more consideration or that under the time constraints and mixed audience the concept needs broader engagement to define the areas of commonality and diversion.  

The most important role the media has in the area of emergency management is to educate the citizens of our Nation about preparedness for all hazards, including natural disasters, terrorism, nuclear power plant accidents, chemical spills, etc.

The media should work with national, state and local emergency management to develop PSA campaigns, as well as in-depth news stories and preparedness plans.

The media should also consider having pre-produced PSA’s on recovery assistance for impacted areas.  These would include key contacts for public assistance including phone numbers and websites.

In addition to the impacted areas, the media should pre-plan the messages for relief help from other areas of the country.  The most important contribution other citizens can give is financial assistance.  Historically the best organizations set up to handle financial gifts are the Red Cross and the Salvation Army.  In the past, gifts of clothes, food and supplies were not able to be utilized and were later discarded.  Volunteering is often unproductive due to the lack of specific skills and coordination.

The broadcast and cable industry, both at the network and local levels, provide the greatest resources for educating the public about disasters.  These media also provide the fastest means of communicating immediately before, during and after a disaster.

Recommendation #5

Revitalizing the Emergency Alert System (EAS).

This area of discussion of these two items (#5 & #6) was most spirited and overlapped in many areas with the Infrastructure group because of it’s objectives.

The “Emergency Alert System” as we know it is a significant asset that has been simultaneously embraced and neglected at various levels for many reasons.  We have pointed out in our Interim report that EAS, as a legacy system, needs to be upgraded and improved, enhanced, supplemented or replaced as necessary to achieve its intended purpose of being a “national” vehicle for emergency communications.   The fundamental issues raised at our meeting were that the EAS is a “national” voluntary system on one level and a “federal” communications vehicle on another which has evolved in a state of benign neglect to its current status.

Some argue that it should be restored and improved since it is an existing backbone for a national warning system that has proven, practical and utilitarian value.  It has limitations that are known and can be addressed or supplemented.  It has acceptance and support form the broadcast industry which has a significant investment in the infrastructure.  Given the evolution of the broadcast industry since its inception, there are significant limitations as to the mechanism that might be available to bridge the gap between “federal” and “national” aspects of EAS being the common system for the nation.  However, at this point in time, it is the only system that works with the common TV and radio networks available everywhere at all levels.

On the other hand, there are those who say that newer technology and communications have made the EAS system obsolete.  Newer, cheaper technology is, or will be available, to alert the public in whatever way they choose and to whatever extent they feel appropriate.   The cost to make EAS as robust as other technologies can be would not be a good long term investment.  The Internet, wireless technology, PDAs and other systems were not envisioned when EAS as conceived.  The requirement for more complete information and direction exceeds the limits of an EAS system.   On the other hand, the group does not know at this point how these proprietary systems would be made available to all people at risk regardless of the costs involved.  

Commentary: #5
It is important that the EAS System be developed so that the appropriate authorized officials can enter the system from the same entry points.  The President of the U.S. should be able to issue an EAS message to the entire nation, an individual state or even a local impacted area.  This system would then allow the Governor to reach either their entire state, a region of the state or local area.

It is crucial that the system have a minimum of two entry point stations that receive the EAS messages in each market in case one fails to operate.  It is also important that the President and the Governors have at least two locations that can enter the system, such as the State EOC and State Police Headquarters.  The President should have multiple locations and a mobile ability to set off EAS tones. Wired and wireless paths to EAS entry points from warning sources designated in state and local EAS plans would be good, but only if integrated with local EAS.

The old PIP system in Florida relied on a single AM station for the entire state.  If that station failed or could not deliver an EAS relay to all markets in Florida, the system would not provide a back up or a duplicate feed.  EAS does not work today, needs immediate attention at the National level.  

Phrase “as necessary” be added to “EAS system should be periodically tested” and also to “EAS should be implemented and maintained.” 

One media outlet noted their objections to EAS being continued are a matter of record and that “there would be a great collective sigh of relief if the EAS system was scrapped.”

Strong sense that language in this recommendation is not strong enough:

· “PEP system needs a complete rethink”; General sense that “AM based system relying on proper working of only 34 stations is antiquated and ineffective”; some disbelief that all networks aren’t provided a feed (it was noted NPR monitors one local PEP station and can automatically distributes to its member stations – do other networks?).

Recommendation #6 

· Accelerate development of new technology and standards.

Commentary: #6
There was consensus on exploring all areas of new technology as alternative information and notification sources.  Everyone agreed that the outcome needed to be effective and coordinated with other types of emergency planning and protective action strategies.

Need to make sure entire message gets through systems in use without being truncated (for example, “Tornado on County Line Road” was ineffective messaging as road is several miles long).

Datacasting can be more selectively addressed and will be more prevalent in a digital broadcast environment.

All systems should be powered by a common protocol. 

Privacy issues may be of concern.

Recommendation #7

Promote the “Best Practices” of government and media to ensure ongoing improvement. 

Commentary: #7

· It is important that the State Broadcast Associations and the State Emergency Management offices have an ongoing relationship prior to a disaster.

· State Emergency Management has a role in the state broadcaster communications and they should confer on a yearly basis.  The subject of each conference could rotate from terrorism, national disaster, Amber, etc. but the meeting would create partnerships before they are needed during the disaster.  

· The program could also include the state association establishing a fax and e-mail system for critical emergency information and could tie the State EOC into it’s website.

· The State Broadcasters Associations should help their members develop a station plan for disasters.

· Broadcast and Cable Engineers are the key to maintaining and operating the EAS infrastructure.  It is recommended that the State Broadcast Associations and Cable Associations host an EAS meeting at least once a year for the engineers and the state and local emergency management technical personnel and the local/state FCC staff.  These meetings can be critical to maintaining the technical integrity of the system.

Workshop Conclusions

In our sessions we asked the participants to tell us what crisis communications were important in their community.  The response was clear.  While the events of 9/11 are not typical to other types of disasters, the kinds of things they needed to know were.

Who is going to tell us what is happening and who is in charge?

What is being done to address the situation locally?  

How should we react locally?   

We also discovered that a few topics generated some substantial discussion.  Workshop leaders were generally surprised by the difference in local perspectives compared to that of most MSRC participants.  The differences can be categorized into a few main areas:

1. Most workshop attendees had difficulty considering that a disaster more destructive or larger in scope than a hurricane could impact them.  While Tampa and Florida are national leaders in dealing with the natural disasters that they experience, there is no plan in place to deal with disasters that far exceed their “routine emergencies”.  Perhaps this is a deep psychological factor, but it might have been beneficial to present such a shocking scenario for them to consider as part of the workshop.  This factor made it difficult to accept Best Practices that were oriented to the possibility of reacting to truly catastrophic events, such as the need for TV interconnections with radio or a drop-in transmitter recovery plan. 

2. There was a difficulty in getting beyond competitive concerns in local news coverage.  For example, there was opposition to the concept of a single media point of contact for government - the general perception was that the point of contact would somehow have an unfair advantage in news coverage.   In discussion we learned that broadcasters tend to profit from hurricane coverage (their expertise and extensive coverage draws viewers).  As a result, both our final report and future workshops should be revised to draw a sharper distinction between competitive local news and times when non-competitive delivery of emergency communications from government officials needs to take priority.

3. There was a lower level of technology understanding, especially with regard to the capabilities of current systems (as opposed to their use in current practice), and less appreciation for how significantly the digital future could change things. For example, concerns regarding EAS and the structure of EAS signaling (PEP stations) point to a need to educate local government and media on what EAS can do (e.g., EAS weather radio).

In retrospect, however, we have to remember that MSRC committee participants have spent nearly two years considering and discussing these issues, some aspects of which were certainly new to workshop attendees.

Lessons Learned – Suggestions for Workshop Future Improvements

Our experience in Tampa reinforces the need for a national level coordination that can conduct outreach to and dialog with local media.  Given the sophistication of national media, the focus of future efforts should be on local media.  As we have noted before in our report, local situations are very specific, and the broad, high level MSRC Best Practices need to be discussed and applied in ways that work for the circumstances of each particular community.  We believe that the nation has a great need for more of the kind of discussion and interaction that was embodied in the Tampa Workshop.

After the conclusion of the workshop, MSRC and Tampa/Florida leaders debriefed and analyzed the workshop process.  Based on our experience in Tampa, the following are suggestions for possible ways to improve any similar workshops that might be conducted in the future:

1. Require more pre-meeting preparation, including having the participants review the MSRC Best Practices ahead of time.

2. Present a scenario that:

a. forces out-of-the-box thinking.

b. leads to a clear distinction between news (competitive) and emergency. communications from appropriate government officials (non-competitive).

3. Achieve a slightly different balance among attendee constituencies:

a. All local TV broadcasters, radio stations, cable operators, and DBS satellite providers should be represented

b. Consider the inclusion of street reporters;

c. Consider the inclusion of  PIOs from various government organizations;

d. Consider the inclusion of local print and online media.

4. Breakout session attendance should be more carefully orchestrated to pair up government emergency management officials and news directors.

5. Structure – afternoon introductory, team-building evening, morning continuity.

6. Long day; needed more time for break out sessions, closure and a go-forward plan.

APPENDIX II - Tampa Best Practices

Florida Division of Emergency Management - Comprehensive Satellite Network

By: Harold Joyner, Government Analyst

Florida Division of Emergency Management

The State Warning Point, located in Tallahassee, Florida, operates a Very Small Aperture Terminal (VSAT) satellite network that provides direct satellite communications to all 67 County Warning Points, all National Weather Service offices having Florida responsibilities, all Emergency Alert System control stations in Florida as well as to the control points of miscellaneous emergency function agencies, such as the National Guard and the Departments of Law Enforcement, Agriculture, Health, Transportation, etc., as well as some Federal agencies, including Military control points and FEMA .

The Emergency Satellite Communications System (ESATCOM) is valued because it will operate when there are telephone system or electrical system failures for whatever reason, when the infrastructure of electrical lines, radio towers and control points have been damaged or destroyed and all other communications mechanisms have failed.  ESATCOM offers both two-way voice communications and data communications.  The voice capabilities allows direct two-way radio communications and broadcasts to all stations in the network and the data capability, a recent innovation, allows Internet access to all stations on the system as a backup to other methods of Internet access.  The technical staff for instant deployment to areas suffering catastrophic communications systems failures maintains portable and mobile units.  A recent enhancement to ESATCOM is an instant messaging system that allows written messages between any of the network stations.

The EMnet product is a satellite based messaging system designed specifically to meet the needs of the emergency management community.  It allows users to send messages to individual stations, groups, or all stations, and provides confirmation of delivery in the form of a receipt.  Messages are transmitted via a variety of mechanisms (ESATCOM, Internet, telephone, radio, e-mail, plus others).  This method allows a very high level of redundancy and reliability for the simultaneous, almost instantaneous delivery of a message to multiple stations.  Message receipts and acknowledgments if required by the sending station are returned to the sending station.  Florida was the first user of EMnet and pioneered the development of this system of which is now in use by several Federal agencies and more than a dozen other states.

Emergency Alert System

The Florida State Warning Point is the Emergency Alert System primary control point for the State and has access to all commercial radio and television broadcast stations as well as cable television providers in Florida and is responsible for originating Emergency Alert broadcasts throughout the State.  The Warning Point is also the reception point for all Emergency Alert broadcasts originating from the Federal authorities and is responsible for relaying the national alerts to Florida outlets.  A very sophisticated and complex network is required to operate the Emergency Alert system and the Florida system is used as an example for other states on how to develop and use the Emergency Alert System.  There have been several hundred Emergency Alert System activations statewide during the past several years, mostly for severe weather.

The Division originates a monthly EAS test from the State Warning Point. This provides an opportunity to test signal strengths and correct any technical difficulties. Some of the problems reported range from poor audio relay to equipment failing to recognize embedded codes. With the continued input from the broadcasters, the Division seeks to resolve every issue.  A survey of the participating EAS stations found that most had upgraded their equipment to receive and activate new codes. The Division works closely with the Florida Association of Broadcasters in developing a monthly testing schedule, hosting the annual State Emergency Communications Committee and providing technical assistance to local EAS committees. It is not the state’s intent to dictate what voluntary codes should be automatic or manual as this decision rests with the local broadcasters and emergency managers.    

The Division also is a participating member of the Partnership for Public Warning, a national organization devoted to analyzing and recommending changes to the current EAS structure.

Missing Children Alert

A recent addition to the Emergency Alert System is the ability to broadcast to the general public information concerning missing or abducted children.  Called the AMBER plan, it was initiated in 1999, has been used about 30 times since then and has been responsible for the safe recovery of seven children. The State Warning Point is the alternate entry point for AMBER alerts and provides technical assistance to the primary entry point, the Department of Law Enforcement (FDLE).  The Division sits on the state AMBER working group, which is comprised of the FDLE, Florida Department of Transportation, Florida Highway Patrol, Florida Lottery, the Florida Association of Broadcasters and local law enforcement. This group meets quarterly to review AMBER EAS alerts and notifications.

NOAA Weather Radio 

NOAA Weather Radio (NWR) is a nationwide network of radio stations broadcasting continuous weather information direct from a nearby National Weather Service office. NWR broadcasts National Weather Service warnings, watches, forecasts and other hazard information 24 hours a day.  Though not responsible for the entire program, the State Warning Point does support the NOAA Weather Radio System program operated by the National Weather Service.  There are a number of radio transmitters throughout Florida that constantly broadcast local weather information and provide advance warning of weather conditions that could pose a threat to the lives and safety of people in the affected areas.  Special radio receivers are available that will sound an alarm to warn the listener if severe weather threatens.

Through cooperative agreements, local government agencies and the Division of Emergency Management have provided the National Weather Service with transmitters to provide coverage to areas not previously covered.  In the past two years, such agreements have insured that 100 percent of the population and 100 percent of the area of Florida can reliably receive these warnings.  The State Warning Point technical staff has installed a number of these cooperative transmitters and are responsible for maintaining several of them.  In addition, the Division has provided the NOAA Weather Radio Receivers to all schools and health care facilities in the State and is continuing the distribution of the receivers to emergency agencies.

For additional information, visit www.floridadisaster.org
Tampa Emergency Communications Workshop Notes

By: Mike Stone, Government Analyst

Florida Division of Emergency Management

1. Best Practice:  SEOC Public TV / Radio agreement / interface.  Source: Dunn memo and Capabilities Report. Stone Hurricane Wrap piece

In addition to the state EAS network, the Florida Division of Emergency Management (DEM) has developed an active partnership with the Florida Public Television and Radio Networks to disseminate urgent public information and to serve as the primary pool source to distribute press conferences and messages from the Governor and key state leadership to all media markets.  

DEM can call upon the resources of WFSU-TV /FM to access The Florida Channel and the Florida Public Radio Network when circumstances require video/ audio production and transmission support.  WFSU-TV/FM maintains remote production equipment specifically for this purpose, as well as fiber connectivity between the State Emergency Operations Center (SEOC) and the station’s satellite uplinks and studio facilities. WFSU-TV/FM also operates The Florida Channel, the state’s government and public affairs program service.  Its 24x7 schedule is distributed statewide via satellite on AMC-3/18, virtual channel 802.  In the event of an emergency with potential statewide impact, The Florida Channel may interrupt its regular program schedule in whole or in part to carry press conferences and other programming from the EOC.  Such programming is available at any time for no charge to media outlets. 

Continuous Radio Feeds and Webcasting services can originate from multiple production facilities located in the SEOC, the State Capitol Building, and the WFSU- TV/ FM Broadcast Center.  Emergency signage, located at the county lines on all major interstates, alerts travelers to frequency changes.     

2. Best Practice example: Public Radio / Reverse –lane interface, county signage and distribution of signals. Source: FLASH evac. New ERN project.

The Public Communications and Safety Working Group in Tampa concurred with the MSRC finding that the Radio medium is an essential element to reach populations impacted by disasters and that media outlets should develop capabilities and partnerships to re-transmit TV signals / feeds on to local AM and /or FM stations in times of disaster.

As example, the state of Florida has established an agreement with Florida’s Public Radio Network stations to provide updated information feeds at designated time slots at the top and bottom of each hour when one of six major interstate corridors maybe “reverse-laned,” at the discretion of the Governor, to aid the regional evacuation of vulnerable populations in advance of a major hurricane (Category 4 or 5).  

To further ensure the continuity of critical information to potential evacuees, a multiple state agency partnership with WGCU at Florida Gulf Coast University in Fort Myers will launch the “Everglades Radio Network”(ERN), in January 2004.  This collaboration will bridge a 100-mile segment of Interstate 75 known as “Alligator Alley” across a remote section of the Florida Everglades that was marginally covered by the Miami-Ft. Lauderdale media market on the East, and the Naples-Ft. Myers markets on the West coast.  This route is engineered to be “revered –laned” in either direction and evacuees will now receive the same continuous network feed across the “river of grass.”  

3. Florida Division of Emergency Management / FAB partnership on Public Information.   Public Education Source. EMPA Grant Application

The Public Communications and Safety Work group in Tampa again concurred with the MSRC finding (3.4) that local media should assist government in the creation and delivery of public information messages on emergencies and preparedness issues.

The state of Florida, in partnership with the Florida Association of Broadcasters (FAB), have a well-established system by which statewide public information campaigns are developed, produced and distributed through TV and Radio Public Service Announcements (PSA’s) placed in the state’s 10 media markets by a special program known as the “Non-Commercial Sustaining Announcement” (NCSA) program.   This partnership serves to link the states required mandate under Florida statute, Chapter 252.358(i) to provide public awareness campaigns and emergency preparedness issues with FAB’s ability to cover the Florida with over 350 member stations.  Since 1993, FAB stations have contributed over $8 million worth of airtime to the Florida Division of Emergency Management to disseminate PSA campaigns in English and Spanish.          
4. Workgroup identified Bilingual materials. Fl Demographics and special needs pops. Disabled / hearing impaired. 

Participants in the Tampa Workshop noted that in all EAS messages, media campaigns and emergency public information messages, particular attention needs to be focused on the ability to effectively reach all residents and visitors in a disaster area by programming emergency messages in multiple languages.  In additional to the multi-lingual approach, government and media outlets also need to be aware of special needs populations and foster the development of best practices provide essential communications to persons covered by the “Americans with Disabilities Act.”     
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Appendix III Outreach Brochure

[image: image8]


[image: image9]

APPENDIX IV - Working Group Membership

Public Communications and Safety Working Group Membership

Working Group Chairman - John Eck, President, Broadcast and Network Operations - NBC

Working Group Leadership

Government:Public

Thomas Fitzpatrick

Vice President - Giuliani Partners

Government:Media

Ann Arnold 

Executive Director - Texas Association of Broadcasters 

Media:Media

David Barrett / Fred Young

President & CEO / SVP News

Hearst-Argyle Television

Media:Public 

Mike Starling

VP Engineering - National Public Radio
Joe Bruns 

EVP & COO - WETA

Working Group Coordination

Glenn Reitmeier

VP, Technology - NBC
Joe Hernandez

VP, Security & Crisis Management - NBC

Working Group Members

Ellen Agress

SVP, Deputy General Counsel, Communications - News America Incorporated

Kenneth Allen

Partnership for Public Warning

Jan Andrews

Senior Engineer, NPR

Cissy Baker

Bureau Chief, Tribune Broadcasting

Wendell Bailey

Consultant

Leslie Bauer

CIO, Radio One

Paula Boyd

Microsoft

Joe Brown

Developmental Director, League for the Hard of Hearing

Alan Caldwell 
Director, Government Relations - International Association of Fire Chiefs


Stephen Carrol Cahnmann

Director, Digital Convergence - Thitreen/WNET NY

Christine Chen

Executive Director - Organization of Chinese Americans

Roswell Clark

Director of Technical Operations - Cox Radio Tampa

Kathryn Condello

VP, Industry Operations - Cellular Telecommunications & Internet Association

Susan N. Crawford

FCC

Preston Davis

President, Broadcast Operations & Engineering - ABC

Jim Davies

Chief Engineer - University of Iowa AM&FM

Ken Devine

VP of Engineering - WNET /13

Alan M. Dinsmore

Senior Gov. Relations - American Foundation for the Blind
Mark Erstling

Senior Vice president & COO - APTS

Jim Ewalt

VP, Public Affairs - NCTA

Peter Fannon

Vice President  - Panasonic

John Fleming

Communications & Warning Officer - Florida Division of Emergency Management

Susan Fox

VP, Government Relations - The Walt Disney Company

Craig Fugate 
Director, Division of Emergency Management - State of Florida
Jack Gates

President & COO - National Captioning Institute

David Goodfriend

Director, Legal & Business Affairs - EchoStar

Pat Griffis

Director, World Wide Media Standards - Microsoft

Harry Hawkes Jr.

Vice President, Booz Allen Hamilton
Harold Joyner

Division of Emergency Management – State of Florida

Ralph Justus

VP Technology & Standards - Consumer Electronics Association

Lori Kalani

EchoStar

Al Kenyon

SVP Projects & Technology - Clear Channel Radio

Barbara Kreisman

Chief, Video Division, Media Bureau - FCC

Bill Lent 
International Association of Emergency Managers

Donald Lockett

Media Consulting Services

Frank Lucia

Retired, FCC FEMA

Jill Luckett

VP Program Network Policy – NCTA

Steve Mace

NCTA

Jane Mago

Chief, Office of Strategic Planning and Policy Analysis - FCC

Augie Martinez

Vice President of Eastern Operations - Univision

Harlin McEwen

Chief (Retired) - International Chiefs of Police

Jennifer McKillop

Director of Marketing & Special Projects - Cumulus Media
Andres Mendes

Engineering, PBS

Julie Mendik

Director -
Giuliani Partners

Susan Mort

Deputy Designated Federal Official & Attorney Advisor - FCC

Bob Okun

Vice President - NBC Washington

Denitza Petrova

Manager e-Business, MBB - NBC

Skip Pizzi

Manager Media Standards - Microsoft

Bill Press

Senior Vice President of Operations - Telemundo Network

Tim Putprush

FEMA

Donald Root 
Deputy Chief, Telecommunications - State of California, OES
Robert Ross

Senior VP East Coast Broadcast Operations - CBS/Viacom

Janina Sajka  Director, Technology R&D/Gov. Relations - American Foundation for the Blind

Steve Schmidt

Chief, Office of Cyber Security - FEMA

Andy Scott

Director of Engineering - National Cable and Telecommunications Association

Andrew G. Setos

President of Engineering - Fox Entertainment Group, Inc.

Shaun Sheehan

Vice President , Washington - Tribune Company

Vincent Stile 
Director, Communications Suffolk County Police Dept.

Phil Stolz

SVP - Hearst-Argyle Television, Inc.

John Thompson

Deputy Executive Director, National Sheriff's Association
Lonna Thompson

Associate VP, Strategic Affairs & Corp. Counsel - APTS

Jeffrey Tucker

Vice President, Booz Allen Hamilton

Anita Wallgren

Sidley Austin

Peter Ward

President, Partnership for Public Warning

Herbert White

NWS Dissemination Services Manager - NOAA

Lynn Yaeger

SVP, Corporate Communications - Time Warner Cable

Timely delivery of warnings and public safety information can save lives -- media production and delivery companies [e.g., television and radio broadcasters, direct-to-home television and radio satellite broadcasters and cable television system operators] play a major role in delivering risk communications and warnings to citizens at risk through their capability to educate and inform the public, through ongoing real time coverage of events and through their critical role in the Emergency Alert System.    





RECOMMENDATIONS





A single Federal entity should be responsible for assuring:





public communications capabilities and procedures exist, are effective, and are deployed for distribution of risk communication and warnings to the public by appropriate federal, state and local government personnel, agencies and authorities.





lead responsibilities and actions under various circumstances are established at Federal, State and Local levels within the overall discipline of emergency management 





A national, uniform, all-hazard risk communication warning process is  implemented from a public and private consensus on what best meets the needs of the public, including people of diverse language and/or with disabilities, including sensory disabilities. 





Effective delivery of emergency information to the public should be achieved through a public / private partnership that makes coordinated use of mass media and other dissemination systems to quickly reach large numbers and diverse groups of the public at risk to deliver emergency information to the public.





RECOMMENDATIONS





Consistent with best practices in emergency management and business continuity planning, local and State governments and the media should cooperate to create, review and update emergency communications procedures, such as EAS, Amber plans and their components, to quickly disseminate critical information to the largest possible audience.





Effective use should be made of current, emerging, and legacy systems, including television, radio and weather radio that includes EAS.





Local media must be included in the creation of the communications and warning plan and understand their key role in its successful implementation.





The skill set of both federal and local agency participants should include training and process knowledge of how to work with and the benefits of utilizing the media to inform the public in a timely fashion during emergencies.  Emergency managers should have a working knowledge of how to access EAS and other public warning systems.





Local media should assist government to create and deliver more effective public education about emergencies and preparedness.





Local Media should assist State and Local government to develop a public education program that includes actions that the public can take  (or refrain from) that will assist in the response to and recovery from disasters.





State and Local public education programs should be coordinated with Federal government programs of public information and education.






































RECOMMENDATIONS





All local media should form emergency jurisdiction / market cooperatives to assure delivery of local government emergency messages in a coordinated way to all constituencies in the community.





Local media in each market should be encouraged to create media pools for risk communication and warning; in markets where pools exist, a working committee should take the pool to the higher level of security, isolating it from the traditional news coverage pool concerns.





Local media should consider the creation of an Emergency Communications Coordinator position to serve as single media point of contact for government and develop a cooperative relationship with the local government lead agency.





State and Local government should consider equipping their Emergency Operating Centers (EOCs) with the basic audio and/or video equipment that allows them to provide feeds of local government officials to the local media





Government and Media representatives from their technical staffs should meet regularly to ensure that joint plans and procedures have been implemented properly and that the supporting infrastructure is maintained in good working condition.








Media and government jurisdictions should agree to take pre-planned actions upon authenticated notice from authorized government agencies, and incorporate these pre-planned actions in overall emergency management training exercises.





Local media and appropriate public safety and other government agencies should establish local and state emergency communication committees to plan well-coordinated community responses for disasters.





Local media should engage in coordinated activities to assure the flow of emergency information using multiple languages and means to make this information available to persons with disabilities in their communities.





Pre-planned coordinated activities / roles appropriate to local conditions for each media under various scenarios (e.g. the type & number of delivery systems continuing to function) should be created, developed, rehearsed and tested.





In particular, emergency communications plans must take into account the probability of widespread power outages when AM and FM radio is the only way to communicate to battery powered receivers in the community.











RECOMMENDATIONS 





As the nation’s current means to issue timely warnings through mass media, the Emergency Alert System should be periodically tested, upgraded as necessary, implemented and maintained at the local, state, and national levels.





EAS equipment should be uniformly implemented to make use of the latest EAS codes approved by the FCC.








Written State and local EAS plans should be brought up to date with close participation by broadcasters and cable operators.








Wired and wireless paths to EAS entry points from warning sources designated in State and local EAS plans should be in good working order. 





State and Local EAS plans should consider the use of the FM radio sub-carriers as a means of providing additional entry points on a cost effective basis.














The Primary Entry Point system that gives the President the ability to address the Nation through EAS should be in good working order and be regularly reviewed and improved if necessary in terms of reliability, reach and robustness.





Ongoing development of Presidential emergency communication systems and procedures should be coordinated with the ongoing development of new and legacy state emergency communication systems and procedures, including EAS.














RECOMMENDATIONS





Research into development of alternative, redundant and/or supplemental means of communicating emergency information to the public should be accelerated.  





An expanded government partnership with the media, consumer electronics and computer industries should harness free market innovation, foster competition, and enhance interoperability to meet changing national warning needs.





The partnership should explore the use of emerging new technologies to  improve and / or complement existing infrastructures and  to leverage emerging new infrastructures.





RECOMMENDATIONS





Local jurisdiction / market cooperatives should be encouraged to share their locally developed best practices for coordinating their efforts, delivering risk communications and warnings to their diverse public constituencies, and joint continuity planning to maintain communications under crisis conditions.














Local media should agree to develop consistent presentation guidelines to ensure that all emergency delivery systems work well together to accurately deliver emergency information to the entire community.





Government and local media should conduct regular testing and rehearsals of emergency communications plans.





Appropriate policies for the judicious use of Emergency Communications should be created to preserve public confidence and the integrity and urgency of such communications.
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Typical Generation/Delivery to local Broadcasters

LP1/LP2 Stations Broadcast EAS messages typically filtered to minimize interruption of main program
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Tampa method of EAS Generation/Delivery to local Broadcasters

EAS Encoder at local EOC provides continuous, direct feed to SCA for unfiltered delivery to local broadcasters
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Conclusion





The Tampa EAS System utilizes the facilities of two FM broadcast stations

FM stations WMTX and WWRM are the local EAS Local Primary sources to relay EAS messages to over 80 broadcast stations and cable systems in the Tampa Bay area

LP1 is the WMTX main carrier at 100.7 Mhz

LP2a is WMTX 67 KHz sub-carrier

LP2b is WWRM (94.9Mhz) 67 KHz sub-carrier

Tampa EAS delivery method provides unfiltered EAS messaging to monitoring stations

Tampa EAS method provides local EOC capability to create EAS messages in the event of a failure with the State system

Tampa EAS method provides for main signal programming to be originated directly from local EOC

Tampa EAS system leverages Public/Private partnership to better serve the community
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